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Preface

This tutorial is based on How To Set Up a Postfix E-Mail Server with Dovecot and picks up where the first
part ended.

Please go through that tutorial first.

In this article, we will divorce mailboxes from system accounts using dovecot"s LMTP server as delivery
mechanism, as well as use postgresqgl to keep user records.

No more mail will be delivered to the standard linux mailboxes.

Like the first guide, this tutorial is based on Debian 7 wheezy, Postfix 2.9, and dovecot 2.1 (+ Postgresqgl 9.1).
Packages

Install postgresql:

# aptitude install postgresql postfix-pgsql

dovecot in version 2.1 should already come with pgsql enabled. If you're on a system where dovecot is
modularised, run

# aptitude install dovecot-I|ntpd dovecot - pgsql
to install the needed modules.
Postgres Database Setup

Adjust this for your needs if you already have a postgres setup running! But from a fresh postgres install, let"s
set up authentication so that we can give dovecot access to the database. Add the following to
[ etc/postgresqgl/9.1/ mai n/ pg_i dent. conf:

mai | map dovecot mai | r eader
mai | map postfi x mai | r eader
mai | map r oot mai | r eader

And the following to / et ¢/ post gresql / 9. 1/ mai n/ pg_hba. conf (Warning: Make sure to add it right
after the Put your actual configurati on here comment block! Otherwise one of the default
entries might catch first and the databse authentication will fail. )

| ocal mai | al | peer map=nai | map
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Then reload postgresql (ser vi ce postgresqgl rel oad). Now set up the database:

# sudo -u postgres psql
post gr es=# CREATE USER nui | r eader;
post gres=# REVOKE CREATE ON SCHEMA public FROM PUBLI C;
post gres=# REVOKE USAGE ON SCHEMA public FROM PUBLI C;
post gres=# GRANT CREATE ON SCHEMA public TO postgres;
post gr es=# GRANT USAGE ON SCHEMA public TO postgres;
post gr es=# CREATE DATABASE mail W TH OMNER nai | r eader;
postgres=# \q
# sudo psql -U nailreader -d mail
postgres=# \c nmail
mai | =# CREATE TABLE al i ases (

alias text NOT NULL,

emai | text NOT NULL

mai | =# CREATE TABLE users (
emai | text NOT NULL,
password text NOT NULL,
mai | dir text NOT NULL,
created tinmestanp with time zone DEFAULT now()
)
mai | =# ALTER TABLE al i ases OMER TO nui | r eader;
mai | =# ALTER TABLE users OANER TO mmi | r eader;
mai | =# \q

You can then add virtual mailboxes like this, starting from a rootshell:

# doveadm pw -s sha512 -r 100
Ent er new password:
Ret ype new passwor d:
L SHAD L2} . . ==
# psql -U mailreader -d mail
mai | =# | NSERT | NTO users (
emai |,
password,
mai [ dir
) VALUES (
"foo@ourdomain.tld,
L SHAS L2} . L ==,
"fool’

),

Administration Interface (optional)

If you don"t want to use the command line interface to maintain the mail database, you can set up an
administration interface. Let"s first add a database user that is only allowed to edit the mail databse. Go back
to/ et c/ postgresql /9. 1/ nai n/ pg_hba. conf and add this line just under the peer authentication line
you added earlier:

host pgadm n mai | 127.0.0.1/32 md5
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This will allow local socket connections on port 5432. (The default port for postgres)
Add the database user:

# sudo -u postgres psql
post gres=# CREATE USER pgadmi n W TH PASSWORD ' new password' ;
postgres=# \(q

Give the user the privileges to edit the mail database:

# sudo psgl -U nailreader -d mail

mai | => GRANT SELECT, UPDATE, | NSERT, DELETE ON users TO pgadm n;
mai | => GRANT SELECT, UPDATE, | NSERT, DELETE ON al i ases TO pgadmi n;
mai |l => \q

You can now use an administration interface like pgAdmin that is capable of using SSH tunneling to directly
connect to the database, or you could set up something like phpPgAdmin.

Dovecot Setup

We need to connect dovecot to the database and set up the LMTP server. Set up a new user (dovecot will
refuse to handle mail without a system user set up for it) and directory for maildirs first: (you could use
/var/mail , but that traditionally uses the mbox format, while we"re going to be using the superior maildir
format).

# adduser --system --no-create-honme --uid 500 --group --disabl ed-password
--di sabl ed-10gin --gecos 'dovecot virtual mail user' vnail

# nkdir /home/ mai | boxes

# chown vnail:vmail /home/ nail boxes

# chnod 700 / hone/ mai | boxes

Now save the following configuration as / et ¢/ dovecot / dovecot - sql . conf:

driver = pgsql
connect = host=/var/run/postgresqgl/ dbnanme=mail| user=mmilreader
default _pass_schene = SHA512

password_query = SELECT enmil as user, password FROM users WHERE emmi |l = ' %'
user_query = SELECT enmil as user, 'naildir:/home/ mail boxes/maildir/'||maildir
as mail, '/hone/ mail boxes/hone/'||mildir as home, 500 as uid, 500 as gid FROM
users WHERE emai |l = ' %'

Make sure it is owned by root and chmodded 600.

Now open / et ¢/ dovecot / dovecot . conf and edit the passdb and user db settings to look like this:

userdb {
driver = prefetch

}

passdb {
args = /etc/dovecot/dovecot-sql . conf
driver = sql

}
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Change the protocols stanza to

protocols = imap Imp

and add the Imtp service socket and some Imtp protocol settings:
service Imp {

uni x_listener /var/spool/postfix/private/dovecot-Imp {
group = postfix

nmode = 0600
user = postfix
}

}
protocol Intp {

post mast er _addr ess=post nast er @ our donai n. com
host name=mai | . your domai n. cont

The mail_location stanza is now superfluous and can be removed.

Postfix

We now need to tell postfix to deliver mail directly to dovecot. Open/ et ¢/ post fi x/ mai n. cf and add

mai | box_transport = | ntp:unix:private/dovecot-Intp

to the end. Now we need to set the database config for postfix.
Create the file / et ¢/ post fi x/ pgsql - al i ases. cf and enter:

user=mmai | r eader

dbname=mmai |

t abl e=al i ases

select _field=alias
where_fi el d=enai |

host s=uni x: /var/ run/ post gr esql

Then create the file / et ¢/ post fi x/ pgsql - boxes. cf and enter:
user =nai | r eader

dbnanme=nmi |

t abl e=users

sel ect _field=enmil

where fiel d=enail

host s=uni x: /var/run/ post gresql /

Now amend the alias_maps line in main.cf to read
alias_maps = hash:/etc/aliases proxy:pgsql:/etc/postfix/pgsql-aliases.cf
and the local_recipient_maps line to read

| ocal _recipient_maps = proxy: pgsql:/etc/postfix/pgsql-boxes.cf $alias_maps
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In whole, your main.cf should look similar to this:

myhost nane = mai |l . mydomai n. com

myorigin = mydonai n. com

mydesti nati on = nydomai n. com nmil . nydomai n. com | ocal host,

| ocal host . | ocal domai n

rel ayhost =

nynetworks = 127.0.0.0/8 [::ffff:127.0.0.0]/104 [::1]/128

mai | box_size |imt =0

recipient _delimter = +

inet_interfaces = al

alias_maps = hash:/etc/aliases proxy:pgsql:/etc/postfix/pgsql-aliases.cf
| ocal _recipient_maps = proxy: pgsql:/etc/postfix/pgsql-boxes.cf $alias_maps
mai | box_transport = | ntp:unix:private/dovecot-Intp

sntpd_tls cert _file=/etc/ssl/certs/mailcert.pem

sntpd_tls _key file=/etc/ssl/private/ mail.key

snt pd_use_tl s=yes

smpd_tls_session_cache_dat abase = btree: ${data_directory}/snt pd_scache
smp_tls_session_cache_database = btree: ${data_directory}/smtp_scache
sntpd_tls security_ | evel =may

sntpd tls protocols = I SSLv2, !SSLv3

Finishing Up
Now simply reload:
# postfix rel oad

# service dovecot restart

And you're set! Test your setup as you did after the first article, and make sure mail to
post mast er @ our donmai n. comfinds its way into an attended mailbox!
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